1 Razorsecure MONITOR RAIL CYBERSECURITY / ECHO

MONITOR / BUILT FOR RAIL

Echo

See Your Fleet Now.
Understand What Happened.

Monitor on-board and wayside assets in real time, and
review fleet state at the time of a fault. Availability. Configuration. Performance.

Echo asset overview * product interface illustration.

Echo provides an operational digital twin: a live and historical view of AT A BLANCE
monitored fleet assets. See availability, configuration and * Real-time fleet monitoring
performance together, then examine fleet state at a chosen time to + Point-in-time fault investigation
investigate faults. + TRDP + MVB rail signals
Live Fleet Status and Point-in-Time Investigation CONCEPTUAL VIEW
ON-BOARD SYSTEMS WAYSIDE / FLEET VIEW
Fleet Digital Twin
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- ® Offline: Fleet state at a fault
store-and-forward Context + history
Compatible hosts for on-board and wayside assets

Live status and historical fleet state support fault investigation. TROP / MVB coverage and collection intervals follow the integration.

Benefits for Rail Operators and OEMs

01 One View across All Your Fleets 02 Understand Fleet State at a Fault
Bring compatible systems and TRDP / MVB rail signals Review monitored assets at the time of an incident. See
into one real-time view of fleet availability, the wider fleet context to investigate causes and
configuration and performance. recurring faults.

03 Spot Configuration Drift 04 Target Maintenance at Failing Assets
Compare firmware, software and configuration across Use live status and historical trends to identify failing
the fleet. Check whether changes reached the intended devices, focus maintenance and investigate recurring
assets and track differences over time. performance problems.

Contact us - contact@razorsecure.com . o
Designed and built in Europe Echo 01 /02

Www.razorsecure.com


mailto:contact@razorsecure.com
https://www.razorsecure.com/

Echo

< RGZO"SECUI’E Technical Overview
a a
Built for Rail.
IEC 62443 IEC 63452 EU Cyber Resilience Act
SL3 Compliant Rail Assurance Readiness Compliance Support
Asset status and configuration Fleet configuration history supports Software and patch visibility helps
records provide visibility and evidence  rail lifecycle assurance and TS 50701/  identify affected assets and track
for your security controls. IEC 63452 control mapping. remediation.

Product compliance supports the wider system assurance case. CRA conformity remains the manufacturer's responsibility.

Capabilities and Benefits

Capability What It Does Benefits

Data + Rail Signals Collect ICMP, SNMP, edge-agent data and TRDP Combine network health with rail-
/ MVB rail signals through selected interfaces. system operating data.

Real-Time Status Monitor availability and performance live at See failing devices and service
configured collection intervals. issues as they emerge.

Configuration Compare firmware, software and configuration Identify drift and check fleet
against the approved state. update coverage.

Point-in-Time Analysis Review the state of monitored fleet assets at a Investigate faults with the
chosen time. available fleet context.

Ethernet + MVB Assets Monitor compatible train and wayside systems Use one view across mixed rail
across suppliers. asset suppliers.

Operational Digital Twin Bring live status and historical asset records Connect today's fleet view with
together in Dashboard where supplied. past events and changes.

Deployment Profile

Collect from compatible on-board and wayside assets through the selected network

Data Collection ) .
interfaces, edge agents and MVB connections.

Report in real time over a live connection, at configured collection intervals; use store-

Connectivit
v and-forward during interruptions.

Agree TRDP / MVB signal coverage, collection intervals, host capacity and history

Integration Scope .
retention.

Email our team

contact@razorsecure.com

Plan Fleet Asset Monitoring

Discuss your assets, data points and fleet reporting. Ask for deployment
references and a compliance control mapping to support your assurance
case,

Visit our contact page

www.razorsecure.com/contact
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