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DETECT / BUILT FOR RAIL

Delta

Detect Anomalies.

On-Board and Wayside.

Behavioural intrusion detection for on-board and

wayside systems, with local analysis and fleet-wide Powerful Detection Connectivity Uptionul

Analyse locally. Queue events offline. Forward them when links return.

visibility.

Delta detects host and network intrusions locally, protecting rail AT A GLANCE
systems since 2018. Its optional back end adds fleet management, + Behavioural anomaly detection
Dashboard and interfaces to your Security Operations Centre (SOC) or + Low CPU, RAM and bandwidth use
Security Information and Event Management (SIEM) system., + Optional DPI + rail protocols
Integrated Intrusion Detection across Rail Systems CONGEPTUAL VIEW
ON-BOARD WAYSIDE

Train Network Wayside Systems Data Centre Control Centre

Signalling + comms Cloud or on-premises
| (I N I:II:} _ Analyst
== = - Optional Back End Investigation

Host + network IDS Fleet configuration

4

Delta
Detect + queue events

On-board and wayside Delta detect locally and forward events. The optional back end combines fleet management and investigation; events queue during connection gaps.

Baselines + events
Dashboard + APIs

SOC / NOC

Triage + reporting

SIEM / SOAR / CMDB

Benefits for Rail Operators and OEMs

01 Detect Offline. Use Less Bandwidth. 02 Detect beyond Known Attack Signatures
Local analysis keeps detection running through Behavioural analysis identifies anomalies without
connection gaps and reduces wayside traffic. Delta uses depending on signature updates. Add DPI and signature
little CPU and RAM; events forward when links return. detection where the project needs them.

03 Deploy Software on Existing Hardware 04 Manage Detection across Your Fleet
Install Delta on compatible existing equipment, Use the optional server to manage Delta configurations
including Westermo switches. Reuse on-board compute and baselines across the fleet, with central
to reduce new hardware and integration costs. investigation and SOC / SIEM integration.
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Built for Rail.

Delta
Technical Overview

IEC 62443
SL3 Compliant

IEC 63452

Rail Assurance Readiness

Behavioural detection and monitoring  Detection evidence supports rail
evidence support your IEC 62443

security controls. 63452 control mapping.

lifecycle assurance and TS 50701/ IEC

EU Cyber Resilience Act
Compliance Support

Operational monitoring helps identify
anomalous activity and inform
vulnerability response.

Product compliance supports the wider system assurance case. CRA conformity remains the manufacturer's responsibility.

Capabilities and Benefits

Capability What It Does

Host + Network IDS
on-board and wayside.

Anomaly Detection
from the validated baseline.

DPI + Rail Protocols Add optional DPI and signature detection,

including TRDP inspection.

Use local processing to limit CPU, RAM and
bandwidth; queue events offline.

Edge Processing

SOC / SIEM Integration
to your SOC or SIEM.

Fleet Management
baselines and investigation.

Deployment Profile

Monitor device changes and network behaviour

Use behavioural analysis to detect departures

Send events through CEF feeds and REST APIs

Use the optional server for fleet configuration,

Benefits

See host activity and network
anomalies together.

Detect unusual activity without
relying on known signatures.

Inspect application traffic and rail-
specific communications.

Keep detection running offline and
reduce wayside traffic.

Use detection evidence in existing
security workflows.

Manage Delta centrally across
multiple fleets.

Run Delta on compatible Westermo switches running We0S 5, on-board or wayside

Deployment Modes o ,
ploy hosts, or the specified HostOS rail platform.

Network Attachment
bus-connected hardware.

Connect through passive mirroring or compatible host interfaces. MVB and CAN need

Manage configurations through the optional server. Reuse baselines only across the

Fleet Rollout , ,
same hardware and software configuration.

Plan Rail Intrusion Detection

Discuss your fleet, rail protocols and host options. Ask for deployment
references and a compliance control mapping to support your assurance
case,
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